. ENERGYSEC September 17-19, 2013

GUANNUAL .

SECURITY SUMM

AQena

Tuesday, September 17, 2013

1:00 - 1:30 Check-in for pre-conference workshops

1:30-4:30 | Workshop A - NERC CIP Version 5 101 Steve Parker, EnergySec

Workshop B - KISSing your Physical Security Compliance .
1:30-4:30 Devon Streed, PacifiCorp
Challenges Goodbye

1:30-4:30 | Workshop C-TBA
6:00 - 7:00 Conference Registration
7:00-7:15 @ Welcome Address EnergySec

. . . Monta Elkins, FoxGaurd
7:15-7:45 | Understanding Hacker Tools & Techniques: A live Demo

Solutions
7:45-10:00 @ Opening Reception EnergySec
Wednesday, September 18, 2013
7:00 — 8:00 Registration
8:00-8:10 Welcome and Opening Remarks EnergySec
8:10- 8:45 It Takes a Village: Why Community Based Compliance Works Josh Sandler, Duke Energy
8:45-9:30 Keynote - Title TBA PhishMe
9:30-10:15 | Compromising Industrial Facilities From 40 Miles Away Lucas Apa, IOActive
10:35-11:20 @ Building an Incident Response Team Slade Grifﬁn, Con.textual
Security Solutions




11:20-12:00 @ Smashing the Silos Lena Smart, NYPA

Andrew Plato, Anitian

1:00-1:4 id Ri -AN h to Ri. . . .
00 5 Rapid Risk Assessment - A New Approach to Risk Mgmt Enterprise Security

Energy Industry Organizational Strategies to Increase Cyber Julie Soutuyo, Tennessee
1:45-2:15 - .
Resiliency Valley Authority

How to Build Your Own Cyber Security Framework using a
2:15-2:50 Russell Thomas
Balanced Scorecard

Refreshment Break & Networking

3:15-4:00 Cybersecurity for Energy: Moving Beyond Compliance Gib Sorebo, SAIC
4:00 - 4:45 Labs: We need them & how to get one Chris Sistrunk, Entergy
4:45 - 5:00 Closing Remarks EnergySec

5:30-7:30 Networking Reception

Thursday September 19, 2013

7:00 - 8:00 Breakfast & Networking

8:00 - 8:10 Welcome and Opening Remarks EnergySec

. . . . . Jacob Kitchell, Industrial
8:10-8:40 6 Tools for improving IT operations in ICS environments

Defender
8:40—-9:25 | Integrating Cyber Security Alerts into the Operator Display Michael Toecker, Digital Bond
ICS Supply Chain Security — Learning from Recent Incidents Nadya Bartol, Utilities
9:25-9:55 .
and Other Sectors Telecom Council

Break & Networking

William Whitney, Garland

10:20-11: i :E. jtati Begi .
0:20 00 @ Security Updates Matter : Exploitation for Beginners Power & Light
11:00—-11:45 | Structured NERC CIP Process Improvement Using Six Sigma Chris Unton, MISO

Spencer Mclntyre,
SecureState

1:30-5:00 | NESCO Town Hall

11:45-12:30 How | learned to stop worrying & start loving the smart meter




